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Highlights: A costly neeed unsolved for decades

Harvard Business Review found that less than half of structured data is used in decision 
making, and less than 1% of unstructured data is used in any way, in IoT. Behind this 
underutilization of IoT data is a lack of interoperability between systems.

In USA is estimated well over $26B of taxpayers’ money has been spent since 2009 
inducing hospitals and physicians to install electronic health records (EHRs), many 
champions of the effort are dismayed that the EHRs are not interoperable.

In 2017, EC sky-rocketed public funding to around 150M€ to directly or indirectly tackle
interoperability in IoT. In 2019 this number can be surpassed with over 84M€ YTD.

The need for a solution for the siloed datasets that have built up at many facilities. 
Self-evolving intelligent algorithms are part of the new wave to aim one step beyond.

The face of promising research: Damminda
Alahakoon, Professor in Business Analytics at La 
Trobe University +info

There are already examples of big public efforts, 
such as Big IoT EU project coordinated by 
Siemens, with all roles of an IoT ecosystem. +info

Futuristic Scenarios

Self-evolving intelligent algorithms for facilitating data interoperability in IoT
environments. +info

A big problem with no convincing technological solution found to date. 
Interoperability is a big issue in most software and process integrations… it 
is poised to be an even bigger problem with the advent of IoT.

https://scholars.latrobe.edu.au/display/dalahakoon
https://cordis.europa.eu/project/rcn/200833/factsheet/en
https://techcrunch.com/2018/09/07/rigetti-announces-its-hybrid-quantum-computing-platform-and-a-1m-prize/?guccounter=1&guce_referrer_us=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_cs=J5tzYXxxX_aFKHXE7gnS_Q


New approaches to
data interoperability
in IoT

Number of records in Interoperability in IOT (Grants) [1] 

Public Funding evolution in Interoperability in IOT (Grants) [1] 

[1]Source Linknovate: http://bit.ly/Interoperability_grants
[2] Source Linknovate: http://bit.ly/Interoperability_IoT

A Hypercat-enabled Semantic IoT Data Hub
An ontology that captures the semantics of the
imported data and present the BT SPARQL Endpoint
by means of a mapping between SPARQL and SQL 
queries . +info

It is surprising to see USA below in terms of academic activity of most EU countries. This 
changes when the industry (specialized news and patents are included in the mix), but not for 
(primarily) forward-thinking references.

Most active organisations in Interoperability in IoT [2] 

Top 10 Country breakdown [2] 

Apart from manufacturers of so-called low-cost, interoperable IoT networks, the more “future-
oriented” work by the French CEA and Siemens AG, mainly via EU projects is meritorious.
+info

http://bit.ly/Interoperability_grants
http://bit.ly/Interoperability_IoT
https://www.researchgate.net/publication/314153005_A_Hypercat-enabled_Semantic_Internet_of_Things_Data_Hub_Technical_Report
https://www.linknovate.com/affiliation/french-atomic-energy-commission-1680/all/?query=interoperability&query=iot&doc_type=grant+pub+conf


Highlights: An enabler of privacy enhancing technologies

- Comparing private databases, without revealing the underlying raw data.
- Submitting private or encrypted queries.
- Ensuring cloud privacy while data is in use.
- Preventing data breaches, protecting data currently being used in a computer’s memory space.

Public Funding
The consortium of SDN-microSENSE has received €10M from the EC to provide a set of secure, 
privacy-enabled and resilient to cyberattacks tools, thus ensuring the normal operation of EPES as 
well as the integrity and confidentiality of communications. Also funded by the EC, CLOUDMAP 
Project aims to make advanced cryptographic tasks (cloud computing via homomorphic 
encryption) usable in practice, so that citizens do not have to compromise on the privacy and 
security of their input data. 

In the USA, the NSF has recently granted $500K to the Univ. of Pittsburgh to develop a secure, 
privacy-preserving, confidential and tamper-proofing environment for users to acquire services 
from the cloud. + info 
Univ. of California at San Diego (UCSD) has received a similar grant to investigate a general 
framework for the modular design of complex cryptographic primitives based on lattices, including 
fully homomorphic encryption (FHE). + info

The face of promising research: Malika Izabachène, 
Cryptography Expert at CEA - Saclay + info 
Yuriy Polyakov, Prof. at the NJIT Dept of Computer Sc & 
Cybersecurity Research Center .+ info 
Kim Laine, Cryptography Group at MSR Redmond. + info

Data in use is the hardest to secure. Recent advances in cryptography 
make it possible to keep data encrypted while it's in use. 
Homomorphic encryption technology lets enterprises operate on 
sensitive, encrypted data (such as personal data) without decrypting it. 

Other promising research: 
The Vernam Lab, at the Worcester Polytechnic 
Institute has received several grants from the NSF. + 
info Established in 2016, Microsoft’s Cryptography 
and Privacy Research is working towards the 
standardization of homomorphic encryption.  + info

Futuristic Scenarios

'Holy Grail' of Encryption Could Be a Game-Changer for AI.
In the world of ML, large-scale computation tasks are frequently 
offloaded to remote computing resources in the cloud. This is a 
concern for privacy-bound industries such as finance and 
healthcare. Then there is the concept of pooling data from 
different sources for training AI systems, without actually sharing 
the data (each party retains their data privacy, while the system 
learns from it anyway). All of that could be possible with 
Homomorphic Computing. +info

https://cordis.europa.eu/project/rcn/222641/factsheet/en
https://cordis.europa.eu/project/rcn/214880/factsheet/en
https://www.nsf.gov/awardsearch/showAward?AWD_ID=1910413
https://www.nsf.gov/awardsearch/showAward?AWD_ID=1936703
https://izama.github.io/
https://cs.njit.edu/faculty/polyakov
https://www.microsoft.com/en-us/research/people/kilai/
http://v.wpi.edu/research/homomorphic-encryption/
https://www.microsoft.com/en-us/research/project/homomorphic-encryption/
https://www.eetimes.com/document.asp?doc_id=1335061


Homomorphic 
Computing
A relevant topicin the EU funding panorama since 2015: notable 
financing grows in recent years

Number of records in Homomorphic Computing [1] 

Public Funding awarded to Homomorphic Computing since 2010 [1]

[1] Source Linknovate: http://bit.ly/homomorphiccomp

Most active countries in Homomorphic Computing [1]

Top active organizations in Homomorphic Computing [1]

Although active organizations in the topic belong mostly to Academia (75%), top entities are 
tech big corporations like IBM, Microsoft, SAP or Google (13th position in the ranking). Both 
IBM and Microsoft have numerous patent applications in Homomorphic Computing, 
respectively focusing on binary values and rational number arithmetic.

Relevant Startups in Homomorphic Computing
Enveil is a data security company that protects data in use and has achieved Standard Technology
Partner status in the Amazon Web Services (AWS) Partner Network in 2018. Investors include Data 
Tribe, In-Q-Tel, USAA, Thompson Reuters, and Bloomberg Beta. 

Fortanix allows users to run applications privately in public
clouds. The company offers runtime encryption which enables
applications to process and  work with encrypted data. 
Equinix, IBM Cloud, and Alibaba Cloud use Fortanix’s security
software, which runs on Intel’s SGX hardware. Investors
include Intel Capital, Neotribe Ventures, and Foundation Capital. 

http://bit.ly/homomorphiccomp
https://www.enveil.com/
https://fortanix.com/


Highlighted: Relevant Grants pave the way for a different long-term R&D

The Georgia Institute of Technology has received a grant from the NSF to carry out the Privacy Project, 
which is developing algorithms, systems and tools that provide end-to-end privacy guarantees over the 
life cycle of a data analytic job. The ultimate goal is to develop a methodical framework and a suite of 
techniques for ensuring distributed computations to meet the desired privacy requirements of input 
data, as well as protecting against disclosure of sensitive patterns during execution and in the final 
output of the computation. +info

As for the EC, it has funded several projects on the topic, specially focused on complying with GDPR 
regulations (privacy-preserving). Some relevant projects:

- PAPAYA will develop a platform for privacy preserving data analytics that will consider 
compliance with the GDPR as a key enabler to minimize the privacy risks while increasing trust in 
third-party data processors. +info

- The SODA project will enable practical privacy-preserving analytics of information from multiple 
data assets using multi-party computation techniques. For this data does not need to be shared, 
only made available for encrypted processing. +info

- PROMETHEUS project enables users privacy in the post-quantum world by providing a toolbox of 
quantum-secure cryptographic techniques adapted to modern services. It will provide new building 
blocks in relation with international competitions and standardisation processes. +info

The face of promising research: Bhavani 
Thuraisingham, Director of the Cyber Security 
Research and Education Institute at the University of 
Texas at Dallas +info
Shouling Ji, Zhejiang University & Gatech, and Weiqing
Li and Raheem Beyah also in Gatech +info

Anonymized data offers privacy, reduces the risk of data breaches, and 
lets enterprises ethically derive insights and profit from personal data. 
Anonymous analytics offers the advantages of analytics over data 
usage without the drawback (privacy loss, security, and others). 
Approaches are expected to go beyond k-anonymity and privacy by 
design current lines.

Futuristic Scenarios

Rising concerns around data privacy 
can drive a welcome revolution in 
today’s data economy. 
Privacy-enhancing technologies and 
trust-first business models promise to
unleash the next wave of tech 
Innovation, according to the WEF. 
+info

Source: Termly

Other promising research: 
Josep Domingo-Ferrer, Professor, Univ. 
Rovira i Virgili (Spain), UNESCO Chair in Data 
Privacy, and Jordi Soria-Comas in the same 
group. In TUM (germany) the group of Fabian 
Prasser and Florian Kohlmayer +info

https://www.nsf.gov/awardsearch/showAward?AWD_ID=1564097
https://cordis.europa.eu/project/rcn/214848/factsheet/en
https://cordis.europa.eu/project/rcn/205932/en
https://cordis.europa.eu/project/rcn/213162/en
https://cs.utdallas.edu/people/faculty/thuraisingham-bhavani/
https://scholar.google.es/citations?user=5HoF_9oAAAAJ&hl=en&oi=sra
https://www.weforum.org/agenda/2019/09/how-privacy-tech-is-redefining-the-data-economy/
https://scholar.google.es/citations?user=ZYfm2qMAAAAJ&hl=en&oi=sra


Anonymous Analytics

Anonymous Analytics is gaining momentum in recent times, both in 
terms of total field activity and public funding, primarily in Europe. 

Number of records in Anonymous Analytics [1] 

Public Funding awarded to in Anonymous Analytics since 2010 [1]

[1] Source Linknovate: http://tiny.cc/AnonymousAnalytics

Top active organizations in Anonymous Analytics [1]

Although 63% of the organizations active in this topic belong to Academia (are Universities and 
Research Centers), top 10 organizations are mainly telecom corporations that are looking into 
making the most of their users’ data while complying with maintaining users’ anonymity. 

Most active countries in Anonymous Analytics [1]

http://tiny.cc/AnonymousAnalytics

	ICT
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7

